IIpuxka3 MuHUCTEPCTBA CBS3M M MAaCCOBbIX KOMMYHUKauuii Poccuiickoii ®@enepanumn ot
27.05.2010 N 73 «O06 yrBep:kaenun TpeOGoBaHMIl K ceTAM JIEKTPOCBSI3H JJIsl IPOBe/Ie HUS
ONepaTHBHO - pa3bicKHbIX Meponpustuid. Yacrs II. TpeGoBanuss Kk ceTsiM nepeaayu
JAHHBIX»

B nensx peanuzanuu tpeboBanuii mynkra 2 crateu 64 ®enepanbHoro 3akoHa ot 7 utois 2003 r.
N 126-®3 "O cBsm3u" (Cobpanue 3akoHomarenbcTBa Poccuiickonn denepannu, 2003, N 28, cr.
2895; N 52 (uacts I), ct. 5038; 2004, N 35, cr. 3607; N 45, ct. 4377, 2005, N 19, cr. 1752;
2006, N 6, ct. 636; N 10, ct. 1069; N 31 (wacts I), ct. 3431, ct. 3452; 2007, N 1 (wacts I), cT. 8;
N 7, ct. 835; 2008, N 18, ct. 1941; 2009, N 29, c1. 3625; 2010, N 7, c1. 705) 1 nynkroB 4, 6, 11
[IpaBun B3auMOJEHCTBHS ONEPATOPOB CBSI3U C  YIIOJHOMOYEHHBIMH TOCYAapCTBEHHBIMU
OpraHaMH, OCYINCCTBJISIOIMMH  OTIEPATHBHO-PA3BICKHYIO JIEATEIBLHOCTh,  yTBEPXKICHHBIX
Ilocranosnenuem IlpaButenbcrBa Poccuiickoit @enepanuu ot 27 aBrycta 2005 r. N 538
(Cobpanme 3akoHomatenbcTBa Poccuiickoit ®enepannu, 2005, N 36, ct. 3704; 2007, N 48
(wacts II), ct. 6010; 2008, N 42, cT. 4832), mpuKa3bIBalo:

1. VYrBepauTh mnpunaraemple TpeGoBaHHMS K CETSM DJIEKTPOCBSA3M ISl IPOBEICHMS
OTIepaTUBHO-PA3bICKHBIX Meponpusituii. Yacts II. TpeOoBaHus K ceTsAM mepeayn JaHHBIX.
2. Hanpasute Hactosumii [Iprka3 Ha rocyqapCTBEHHYIO PETHCTpanvio B MUHHCTEPCTBO

roctuun Poceutickon denepanmu.

Munuctp
H.0.IIETOJIEB
TpeﬁoBaﬂuﬂ K CeTM DJJIEKTPOCBSI3U /Ui TIPOBEACHHUA ONEPATUBHO - Pa3bICKHbLIX

Meponpusituii. Hacts II. TpeOoBanus K ceTsiM nepeaayum JaHHbIX

1. Hacrosiume TpebGoBaHus K CeTSAM AJIEKTPOCBSI3U JUIsl MPOBEACHUS ONEPaTHBHO-PAa3bICKHBIX
MEpOINpPUATHII  pacHpOCTpPaHSIOTCS Ha CETH CBs3U, NpPEJHAa3HAYCHHbIE Ui  OKa3aHMUs
TEIEMAaTUYECKUX YCIYTI CBSI3M, YCIYI CBSI3U IO Ilepefade JaHHBIX Ui LeJel Iepenadyu
roJIOCOBOI MH(OPMALMH, YCIYT CBSI3U 110 Nepejladye AAHHBIX, 3a UCKIIOYEHUEM YCIIYT CBSI3U 110
nepeaye JaHHBIX JUId Leled mepenadyu roiaocoBoi nHpopmanuu (nanee - TpeboBaHus U ceTh
nepeaun JaHHBIX COOTBETCTBEHHO).

Hacrosiume TpeOGoBaHHsS KOHKPETU3UPYIOT U JOMOJHSIOT TpeOoBaHUS K CETSIM 3JIEKTPOCBS3U
JUIL TIPOBEACHHMS OIEpPaTHBHO-Pa3bICKHBIX Meponpusatuii. Yacte [. OOume TpeboBanus,
yrBepkaeHHbIe [Ipukazom MuHucTepcTBa HH(POPMAIIMOHHBIX TEXHOJIOTHI U CBsI3M Poccuiickoit
@enepanun ot 16.01.2008 N 6 (3apeructpupoBaH B MunucrepctBe roctuimn Poccuiickoit
®enepannu 31 ssuBaps 2008 r., peructpannonubii N 11057).

2. BeolnonHEHWE YCTAaHOBJIGHHBIX JEHCTBUM IpU NPOBEIEHUM ONEPATHBHO-PAa3bICKHBIX
MeponpHuATHI obecrieunBaeTcsi 000pyOBAaHUEM CPEACTB CBSI3M, B TOM YHUCJE MPOTrpPaMMHBIM
o0ecrieyeHHeM, BXOAAIIMM B COCTAaB CPEJICTB CBS3M CeTed Iepelaud JaHHBIX (nanee -
TexHuueckue cpeacrsa OPM), pazmemaemblM B cooTBeTcTBUU ¢ [lmaHoM mepompusTuii mo
BHEJPEHUIO TEXHUYECKUX CPEACTB IS IIPOBEICHUS OIIEPAaTUBHO-PA3bICKHBIX MEPOIIPUSATHM.

Texuuueckue cpeacrsa OPM pa3sMerarorcss Ha y3iaax CBSI3M CETH CBSI3U OllepaTopa CBS3U, IPU
3TOM O0O0€CIeuuBaeTCsl JOCTyl KO BCEH IepeaBaeMoil B CETH CBSI3M Olleparopa CBs3U
uHpopmanuu Juis otOopa M mepenaud TexHuueckumu cpexactBamu OPM  umHdopmanuu,
OTHOCSIIEHCS K KOHTPOJUPYEMBIM COEIMHEHUSAM U (MJIM) COOOLICHUSM 3JIEKTPOCBSI3U, Ha IYHKT



yIpaBJICHUS YIOJIHOMOYEHHOIO TOCYIapCTBEHHOIO OpraHa, OCYILIECTBIISIOLIETO ONEpPaTUBHO-
PAa3bICKH YIO JEATeNIbHOCTD (Jlasiee - MyHKT ynpasyieHus OPM).

Hoctyn texuudeckux cpeactB OPM k mnepemaBaemMoil B CETH CBsI3M OIEparopa CBS3U
uHpopmMauu oOecreynBaeTcsl ¢ MCIOJIb30BAHUEM OJJHOTO MJIM HECKOJBKUX HHTepeiicoB,
nepeueHb KOTOpbIX npuBeaeH B npuiioxkeHuu N 1 k TpeboBanusim.

Hoctyn texuudeckux cpeactB OPM  k  uHQopManmuum o0 BBIACICHHH  I0JIB30BATEISIM
muHamuueckux [P-ampecoB obOecneunBaeTcsi CpeACTBaMU CBSI3M CETH IMEpefadyd JaHHBIX C
ucnons3oBanueM npotokosnoB RADIUS, TACACS+ uwmmu DIAMETR B cooTBercTBHM C
ONMCAaHUSMHU, TPUBEJCHHBIMU B puiioxeHuu N 2 k TpeboBaHusM.

3. CeTb mepemauyd AaHHBIX OOECIIEUMBACT TEXHHYECKYID BO3MOXHOCTb Iepelayd Ha MYHKT
ynpaieHuss OPM crienyromeii nHGopMaIiuu, OTHOCSIICHCS K KOHTPOJIHPYEMBIM COSTHMHEHUSIM
U (W) COOOIICHUSM JJIEKTPOCBSI3H, B MPOIECCE YCTAHOBJICHUSI COSTUHEHUN U (WK ) TIepeIadn
COOOIEHUH ANEKTPOCBS3H:

a) O BBIJICJICHHBIX aOOHEHTY (Toyib30BaTeNi0) ceTeBhIX aapecax (IP-aapecax) mo peanusanuwu
byHKUIMN TpeoOpa3zoBaHus (TPAHCISIIMKM) CETEBBIX aJAPECOB M 10 Hayala mepefayd MEepBOTO
UHQOPMAIIMOHHOTO TaKeTa, a TakKke WHPOPMALHUH O 3aBEPIICHUU KOHTPOIUPYEMOTO
COETMHEHUS,;
0) mepenaBaeMoil B KOHTPOJIUPYEMOM COCTUHEHUH U (M) COOOIICHUM SJIEKTPOCBSI3U, BKITIOUAs
uHQOpMAIINIO, CBA3AHHYIO C O0eclieueHHeM Ipolecca OKa3aHUs YCIYT CBS3M B TOM BUJE U
MOCTIeIOBATEIbHOCTH, B KOTOPBIX Takas HHQOpPManus MOCTyHajla C IOJIb30BaTENBCKOTO
(oxkOHEYHOTO0) 000 yA0BAHUSI UM U3 IPUCOEIMHEHHONW CETU CBSI3H,
B) O MECTOIOJIOKEHUH TOJIh30BATEIBCKOTO (OKOHEYHOTO) 000PYI0BAHMS, HCIOIB3YEMOTO JIst
nepenaun (mpuema) HHQOpMAIMM KOHTPOJIUPYEMOTO COEAMHEHUS U (MJIM) COOOIIEHUS
3JIEKTPOCBSI3M, 3a HCKIIOYEHHMEM ceTed mepelayd JaHHBIX, B KOTOPBIX HE MPEeaycMOTpeHa
TEXHOJOTUYEeCKass  BO3MOXHOCTh  ONPEHCTCHHUS  MECTOIOJOXEHHS  IOJIb30BATEIBCKOTO
(oxkoHEYHOTO0) 000PyAOBAHUSI.
[Ipunoxxenne N 1
K TpeOoBaHMSM K CETSAM HIIEKTPOCBSI3U
JUIS TPOBE/ICHUSI OTIEPATUBHO-PA3BICKHBIX
Mepomnpustuii. Yacts 1. TpeboBanms

K CCTAM NICpEaadn JaHHBIX

[lepeuenr wuHTepdeiicoB, HCMONB3YeMBIX IS JOCTYMa TEXHUYECKUX CPEICTB OpM K
nepeaBaeMoi B CETH CBSI3U OIIEPaTopa CBSI3M HHPOPMALIHH

1. UnTtepdeiicel nocTyna K CeTH Mepefayd JaHHBIX C HCIOJIb30BAaHUEM KOHTPOJIS HECyIled U
OoOHapyXEHHEM KOJUTU3UH, BKIOYas:

ontuueckue nHTepdeiicsl 10GBASE-S;

ontuueckue naTepdeiicel I0GBASE-L,



ontuueckue uurepdeiicer 10GBASE-E;
ontuueckue nHTepdeiicel I0GBASE-LX4;
anexrpudeckue nutep dericest 10GBASE-CX4,;
ontuueckue natepdeiicer 1000BASE-X;
anexrpudeckuil uutepgeiic GBE;
ontuueckue naTepdeiicsl 100BASE-X;
anekrpuyeckue uHTep geiicesl 100BASE-T;
ontuueckue nutepdeiicer 10BASE-F;
anekrpuueckue uaTep dericer EtherNet.

2. Onrtuyeckue wuHTepdeiicsl 000pynoBaHUS CHHXpOHHOW 1udpoBoli uepapxuu (SDH),
BKITIOYAs:

unrtepdetic 1-ro yposas SDH (STM-1);
unrepgeiic 4-ro yposus SDH (STM-4),
unrepdeiic 16-ro ypous SDH (STM-16);
unTepdeiic 64-ro yposus SDH (STM-64).

3. Ontnueckre wuHTepdeiicsl 000pYyIOBaHMS IIIE3MOXPOHHOU IuppoBoi umepapxuu (PDH),
BKITIOYAsT:

unTepdeiic 34 Mout/c (E3);

untepgeiic 140 Mout/c (E4).

4. Dnexrpuueckue uHTEp dericel obopynoBanus miesnoxponnoit (PDH) u cunxponunoit (SDH)
1 (POBBIX HepapXHil, BKIIOYAS:

untepgeiic 2 Mout/c (El);

untepdeiic 34 Mout/c (E3);

untepgeiic 140 Mout/c (E4);

unTepdeiic 155 Mout/c (STM-1).

5. Dnexrpuueckue nHTEpEiicel 000p yI0BaHUS MepeJadn JaHHbIX, BKIIOYAs :
unrtepdeiic V.24/V.28;

untepgeiic X.21/V.11;



untepdeiic V.35/V.28;
untepgeiic V.36/V.11.
[Ipunoxenne N 2
K TpeOGoBaHMSM K CETSIM AJIEKTPOCBSI3U
JUIS IPOBE/ICHUSI OTIEPATUBHO-Pa3bICKHBIX
Mepomnpusituit. Yacts I1. TpeboBanus
K CETsM IIepelauu JaHHBIX

®opmMmaT cooOIIeHU cepBepa KOHTPOJS U aBTOPU3ALMH O BBIICICHUN MOJIb30BATENSIM CETEBBIX
aJ[PeCcOB M O 3aBEepIICHNN COCIMHEHHS - THr 11

®opmMmat coobieHuit Tuma 1 o BbIACICHUN MOJB30BATENSAM CETEBBIX aIpECOB M O 3aBEPILICHUU
coenuHeHus npuBeneH B Tabmuie N 1.

Taoauma N 1

| HanmenoBanue nomns | JnuHa mosi, out
|Kon |8 |

|[UnenTtu pukarop |8 |
|Mnmna |16 |

|3ampoc ayreHTH QUKAIIUN |128 |
|ATpuOyTHI |IlepemenHas amuHa |

[Tose "AtpuOyThl" COAEPKUT CITUCOK aTPUOYTOB (TTOITOIS).

®opmat noanosiei nois "Arpudyrsl " npuseneH B Tabmuue N 2.

Taoauna N 2




| HaumenoBanue moamoss | JlnuHa momoss, OuT

|Tum |8 |

|{muHa |8 |

|3HaueHue [[lepemennas miuHa

[Tone "Tun" onpexnensier TN aTpuodyTa.

[Mone "[InuHa" yka3pIBaeT pa3mep JaHHOTO aTpuoOyTa.

[Tose "3Hauenue" nMeeT mepeMEHHBII pa3Mep U 3aBUcUT OoT osiei "Tun" u "Inuna".
P p p

B coobmeHnn o BBIICICHUHN TOJL30BATEISIM CETEBBIX afapecoB 3HadeHue B mosie "Kox" (B
JecATHYHOM (popMmate) paBHO 4.

OO0s3arenpHble aTpUOYTHI cooOIeHuss mpuBeneHsl B Tabmaune N 3 (Bce 3HAYCHUS YKa3aHbI B
JecATHYHOM (popMmarte).

Taoauna N 3

| Tun | Jlnmuna | 3HauCHHE

| 31 | | |

*

| - mosie MOKET NPUHUMAThH 000 IECATUIHOE 3HAUCHHE




B cooOmenun o 3aBepmieHnu coeauHenus 3Haduenue B noje "Kox" (B mecsatuyHom dopmarte)
paBHO 5.

OOs3arenpHble aTpHOYTHl COOOIICHUS mpuBeaeHbl B Tabnuiie N 4 (3Ha4YeHHs yKa3aHbl B
JecATHYHOM (popMmarte).

Taoauna N 4

| Tun | Jnuna | 3HaueHue

| 49 |

| 31 |

*
| - [IOJIC MOXKCT IIPUHHUMATDH JIrI000¢e JCCATNYHOC 3HAUYCHUC

®dopmar cooOIeHUN cepBepa KOHTPOJIA U aBTOPU3AIMH O BBIJACICHUN MOJIH30BATEISAM CETEBBIX
a/[PeCcOB M O 3aBEPIICHNN COCIMHEHHS - THIT 2°

®opMmaT cooOIIEHUHN THUMA 2 O BbIAEICHUN MOJB30BATENIIM CETEBBIX a/IPECOB M O 3aBEPILCHUU
coenuHeHUs nmpuBeneH B Tadmuie N 5.

Taoauna N 5

| HanmenoBanue most | JluHa mosst, OuT

|Turr (Type) 8 I

|®naru (Flags) 8 |



[TTonb3oBatens (User) [Tlepemennas aiuHa |

|Otnanennsriit agpec (Rem addr) [Tlepemennas anHa |

|CeteBoii aapec (Addr) |64 |

|[Unentu pukatop 3amaunm (task_id) |32 |

|CtaproBoe Bpems (Start_time) |32 |

B cool1meHnn o BbIJIENIEHUH TOJIB30BATENSIM CETEBbIX ajpecoB 3Hauenue B nose "Tun (Type)"
(3HaueHus yKa3aHbl B JecsTuuHOM (popmare) paBHo 3, osie "®naru (Flags)" paBuo 8 nim 2.

OO0s3aTenpHBIC MO cOO0meHusI mpuBeneHbl B Tabmuie N 6.

Taoauna N 6

| HanmenoBanue momust | 3HaueHne Mot

*

[ITomne3oBaresns (User) | |

*

|Otnanennsiit agpec (Rem addr) | |

*

|CeteBoii agpec (Addr) | |

\Mnentu pukarop 3amaun (task_id) | |

|CtaproBoe Bpems (Start_time) |” |

*
| - [10JIC MOXKECT IIPUHUMATh 1000¢e JACCATUYHOC 3HAYCHUC

B cooGuiennn o 3aBepuieHnn coeanHenus 3Hadenue B none "Tun (Type)" (3HaueHHs yka3aHbI B
necatuaHoM Qopmare) paBHo 3. [lone "®naru (Flags)" pasHo 4.



OO0s3arenpHbIe OIS cOOOTICHUS NTpUBeaeHbI B Tabmuie N 7.

Taoauma N 7

| HaunmenoBanue mosst | 3HaueHue mous

[Ioap3oBarens (User) | |

*

|Otnanenusiit angpec (Rem addr) | |

*

|CeteBoit anpec (Addr) | |

MnenTy dukatop 3axaun (task_id) | |

|CtapToBoe Bpems (Start_time) |” |

IBpemst 3agepxku (elapsed_time) |~ |

*
| - mosie MOXKET MPUHUMATH JTF000E ICCITUIHOE 3HAUCHHE

®opMaT cooOIIeHUI cepBepa KOHTPOJS U aBTOPU3ALMH O BBIJICICHHUU MOJIb30BATENSIM CETEBBIX
aJPECOB U O 3aBEPUICHUU COCAUHEHHUS - TUIL 33

dopmar cooOIIEHUI O BBIACICHUU IMOJB30BaTessM [P-aqpecoB W O 3aBepLICHUU COCIMHCHUS
npuBezaeH B Tabmuune N 8.

Taoauna N 8

| HanmenoBanue mosst | JluHa mostst, OuT
| Bepcus | 8 |
| dmuna | 24 |

| dmarn | 8 |




| Kox komaHpt | 24

| neHTH QprKaTop MpHIIOKEHHS | 32

| Hop-by-Hop ID | 32 |

| ENd-toENd 1D | 32 |

| ATpuOyTsI | TlepemenHast amrHa |

[one "AtpulyTsl" COAEPKUT CIMCOK aTPUOYTOB (TIOIOJ).
®opmat nmoanonel mois "Atpubyts " npuseaex B Tabmuie N 9.

Taoaunma N 9

| HanmMeHoBanue nomions | Jmna nommosns, Out
| Kox arpubyra | 32 |

| ®naru arpubyra | 8 |

| duna | 24 |

| 3naueHue | TlepemenHas uiMHa

[Tone "Kox atpubyra" onpenenser tun arpulyra.
[Tone "®naru arpubyra" onpeaenseT cnocod HHTEPIPETAIUK aTpHOyTa.
[Tone "[Inmuua" onpeaenseT AIMHY MOJs aTpudyTa BMECTE C 3ar0JIOB KOM.

B cooOuieHNM O BBIIEIECHUM I0JIb30BATENI0 CETEBBIX AJPECOB M O 3aBEPLICHUM COCIUHEHUs
nosie "Kon xomansl" paBHo 271 (3HaUeHHS yKa3aHbl B IECATUYHOM (opmare).



OOs3arenpHble  aTpuOyTHI  COOOIICHWSI O BBIJICICHUHM IIOJB30BATEII0 CETEBBIX aJPECOB
npuBeeHbl B Tabnuime N 10 (3HaueHus yKa3aHbl B JeCITUYHOM opmare).

Taoauna N 10

| Kon arpubyra | 3HaveHue

| 480 | 2 |

| 263 | |

| 264 | |

|1 |

| 31 |

| 8 |

*

| - mosie MOXKET IPUHUMATH JTFO00€ IECATUYHOE 3HAUCHHE

OO6s13aTenbHbIe aTPHOYTHI COOOIICHNS O 3aBEpILCHUU COeNMHEHHs puBeaeHs! B Tadbmuue N 11
(3HAYEeHUS yKa3aHbI B JECATHIHOM (popmare).

Taoauma N 11

| Kox atpubyra | 3HaycHHE

| 480 | 4 |

| 263 | |

| 264 | |




| 31 | |

| 8 | |

*
| = - mose MOXeT MpUHUMATh JTF000E 3HAYCHUE

CnpaBouHo:

CootBerctByeT ¢opmaty cooOmeHuit cepepa aptopuzanuu "RADIUS", cranmapt cetu
NnTepner RFC 2865.

2 CootBerctByeT (Qopmary cooOmeHuil cepBepa asTopuzanuu "TACACS+". Ilpu
ucnonb3oBanuu npotokona "TACACS+" obecrieunBaercss BO3MOXKHOCTH Iepeladu KItouei

1M PpOBAHUS YITOTHOMOYEHHBIM OpTaHaM.

8 CootBerctByeT dopmary coobmieHuit ceppepa apropuzaimu "DIAMETER".



